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AT&T Critical Infrastructure Theft Hotspots

California (LA, Contra Cost, Riverside)
Texas (Dallas, Ft Worth, Houston, Austin)
Missouri (St. Louis, Kansas City)
Kentucky (Eastern KY, Louisville)

Georgia (Atlanta region)
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Hotspot ZIP Codes - Dallas
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WRADSE (WVides Ready focess Devices) are
frequently broken Inbo by thiewes targeting the
barteries, whila cross-oonned boses sne oo monly
compramised bo stesl copper cabling, posing risks
o network integrity and sarsice rediability.

Typical Stoben Dberns:
Grownd wire {#3)

Buss bars

Halo-interior ground wire inside shefber
Batbteries — |ange [mey e = Db ).
HWel copper (exbarior unibs).

Powrer cable, which can run from shelbar to toser
aned up o radics/anbanmna ab bop of tower.

Commencial power cables
(usually buried wndergroumnd
in eanduit) frarm meter

bo shedter}
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AT&T Telecom Copper Theft Brochure

e

W meed your help bringing thieves P
and scrap dealers who punchsse R
stolen cables to justcs . When you e
inwestigabe a thelt, please tEkes the . :___,;. o
Felkawing Bctiens:

Take pictures.

Proteck the orimes Soe e,

Presa g e idedncs,

Tk with witreeases &sd I'rEb:hb'ﬁ'!..

Identify cable markings as they help
reseal the cable’s original location
and can assist n identifying the
Suspect or prove an aifirmative lead.

Check state theft or telecommunications

statutes. (iar_ orgyReMb)

Renview city ondinances for scrap rmetal dealers.

Look far neighboring homes/businesses: for

widen carmeras.

LPR in the ares may provide beeds on wvehicles irmabad.
Phanes contain very wvaluable informmea o
{subjects/arnestes).

Far cable theft preventhon, STET will use GPS reckers,
wihibch are attached to the aerial cabla.

The GFS trackers trigger abarts based on motan baing
detected by the trecker, including changes

in elevation (cable dnops te groumsd).

The triggering alert ensbles emails and SMS messages ko
all Ested alert groups.

The GFS monitoring company contacks law enforcsment
o provide GPS recking boation infarrmation and active
rack sctivity.

Identifying the cable thelt lecation, approximate weight and

wabue of the stolen cable.
validating emploves or contractor ID.

Verilying authorized contractors who are working bagitimate

ATET cable jobs.
Proaiding expert bestimany bo support prosecution.

Telecom Copper
Cable and
Component Theft

A Guide for Law Enforcement
and Fire Departments




ATET
Cable Theft
Identification
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ATET does not give, sell, or discard new or used cable
scraps. Unused material is recycled under contract with
vendors. Anyone who possesses a cable must have a
valid ID and work order.

Cable theft is a sericus threat to 911 systems and all
emergency-service providers.

Cable is stolen from ATET telephone poles, work
centers, underground vaults ([manholes), cell sites, and
construction sibes.

Copper cables vary in size from 25 pairs to 4200 pairs.
Pair refers to two individual wires. {i.e., 25 pairs = 50
individual wires, 4200 pairs = 8400 individual wires).

Copper cables are cut into short easy to carry lengths
[(2ft — 6ft) using a Sawzall, grinder, hack saw, bolt cutters
or pole saw.

Thieves will also use a rmzor knife to slic the outer sheath,
discard it, and remowve the individua! copper wires — the
plastic on the wires may be bumed off later as well.

The copper cable can also be coiled into a longer roll and
then will be burned to remowve the black outer sheath
and plastic coating off the individual wires. This fire
would emanate significant amounts of thick black smoke
{petroleum-based sheath).

Copper cables will be transported in the truck bed, trunk,
rear seats, cargo compartment, shopping carts, ATVs,
on trailers etc. and frequently stored in sheds, garages,
storage units and abandoned homes/buildings.

AT&T Telecom Copper Theft Brochure (continued)
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Scrap metal dealers prefer raw copper and pay cable thieves
without the sheath.

Raw copper is easier for dealers wo sell and conceal.

State laws vary and may prohibit dealers from purchasing
from these without proper licensure or identification.

Mere possession of telecommunications wire may be a
criminal offense.

Purchase inveoices and records generally have sellers’
identification (DL}, pictures, video, vehide description etc.
These records are very valuable.

Leads Online — source to check for copper wire sales
#2 bumt copper is frequently used but buyers
may intentionally disguise the sale as “iron",
"metal” etc.

-

Copper cable can

be de-sheathed by
cutting or burning all
plastic off cable in a
firepit or open burn
area, The buming

of the petroleum-
based sheath creates
an obvious and
noticeable plume of
thick black smoke.

Fiber optic cables, which have
no resale value, are often cut
- by thieves searching for copper
cables because their exteriors
loock similar; handling or lcoking
directly into exposed fiber ends
can pose safety hazards due to potential eye
damage and physical injury.

Heavy black smoke.

Piles of the black outer sheath and
aluminum inner shiesid.

Steal strands of support cable.
Cable reels.

"Firepits™ or burn
areas in grass/fields,




Collaborative Initiatives
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STOPPINGCOPFaER
TELECOMMUNICATIONS! &
WIRE THEFT

EAN
aar‘r‘ls urﬂy ListrICEATtorney

HPD PSA Harris County DA PSA
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https://www.youtube.com/watch?v=8rshAgfC14E
https://vimeo.com/user119636527/review/1071521800/1826e7267c
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